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DATA QUALITY

Data analysis is a cornerstone of quality 
improvement. While there’s obviously much 
more to quality than data and statistics, devoid of 
analytics, quality can devolve into a lot of hype, 
slogans and fanfare. This explains why quality 
professionals have effectively applied tools, such 
as statistical process control, experimental design 
and regression analysis, for decades. 

As data sets have gotten larger and easier to 
download from the internet, however, informa-
tion about the quality of the data often is lost, 
assumed or overlooked. This situation shouldn’t 
be surprising because the clear majority of 
statistics textbooks present every data set as 
a “random sample” of impeccable quality. It is, 
therefore, understandable that some quality pro-
fessionals would assume that data are “innocent 
until proven guilty.” Too often, they are not even 
under suspicion.

What could possibly go wrong?
Beneath the exciting sound bites appearing on 
Twitter and Instagram about analytics and data 
science, there’s also growing awareness of a dark 
side of analytics, one in which models frequently 
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Data analysis is a 
cornerstone of quality 
improvement. However, 
information about 
data quality often is 
overlooked. Statistical 
analyses based on 
tainted, unreliable or 
compromised data sets 
have undermined the 
integrity of the entire 
scientific system.

Quality improvement 
analytics—and scientific 
inquiry in general—could 
benefit significantly by 
adopting the same rigor 
in data quality as the 
legal profession has in 
its concept of chain of 
custody for evidence, and 
the U.S. Food and Drug 
Administration in its con-
cept of data integrity. 

Looking at the pedigree 
of the data—including 
how it was produced, the 
origin of data samples, 
and how it was collected 
and handled—must be 
part of any evaluation 
of data or information 
quality. 

F E AT U R E

http://qualityprogress.com


qualityprogress.com  ❘  January 2019 17QP

http://qualityprogress.com


FEATURE

January 2019  ❘  qualityprogress.com18 QP

DATA QUALITY

fail with potentially disastrous consequences. For example, 
many have written about the disaster at the Duke Center for 
Genomic and Computational Biology. There, four cancer gene 
signature papers were retracted because the results turned 
out to be invalid, in part because of discrepancies in the data 
the Duke researchers analyzed. Unfortunately, it is likely that 
women died because oncologists used the results of these 
papers in prescribing treatment to women battling cancer.1 

Similarly, numerous articles in quality literature have reviewed 
the space shuttle Challenger disaster on Jan. 28, 1986.2 That 
morning, NASA scientists held a conference call to decide 
whether it was safe to launch the shuttle, given the abnormally 
low temperatures at Cape Canaveral that day (31º Fahrenheit). 
The team reviewed available data on the relationship between 
temperature and O-ring failures. Unfortunately, a scientist had 
already eliminated data for which there were no O-ring failures, 
thinking this data was not relevant. This omission led to a 
decision to launch, when any reasonable analysis of the full data 
set would have revealed that launching at that temperature 
would be extremely dangerous. The entire shuttle crew of seven 
astronauts died.3

Even the flagship scientific journal Nature is not above 
publishing faulty research due to questionable data. In 2015, 
Nature retracted a 2014 paper on attitudes about same-sex 
marriage, in part because of “certain statistical irregularities in 
the responses” that were analyzed in the paper.4

Decisions made based on text data also have gone horribly 
wrong recently. The Israeli news website Haaretz reported 
that on Oct. 22, 2017, police arrested an unnamed Palestinian 
man living in the West Bank for enticing terrorism.5 The reason 
for the arrest was that the man had posted “Attack them!” on 
his Facebook account. After further examination, however, 
it turned out that the man had actually posted the message 
“Good morning!” in Arabic. Unfortunately for him, Facebook’s 
automated algorithms translated “Good morning!” in Arabic 
to “Attack them!” in Hebrew. Haaretz reported that the man 
subsequently canceled his Facebook account.

Another example illustrating the potential quality disasters 
that can result from questionable text data is the recent article in 
the journal Science, in which researchers from the Massachusetts 
Institute of Technology analyzed more than 4.5 million tweets on 
126,000 topics. They ultimately concluded: “Falsehood diffused 
significantly farther, faster, deeper and more broadly than the 
truth in all categories of information.” In fact, the spread of false 
information reached “critical mass” (defined as reaching 1,500 
people) six times faster than true information.6

Are these isolated incidents unlikely to recur? Or perhaps 
are they growing evidence that large amounts of text or data—
combined with sophisticated algorithms—do not guarantee 
true quality improvement? We argue that these incidents 

reflect one root cause of the ongoing 
“reproducibility crisis” in science.7 While 
much of the effort to address this crisis 
has focused on standardizing analyses 
and providing original source code used 
by authors, a major source of problems 
has been overlooked: data quality.

Garbage in—garbage out
Data quality often has been overlooked in 
textbooks because it is not easy to math-
ematize. Conversely, the impact of data 
quantity is easy to mathematize. This is 
why most statistics textbooks incorporate 
formulas for sample sizes needed to esti-
mate parameters with a desired degree 
of precision, as well as “power curves” 
showing how large a sample size must be 
to detect an effect of a given magnitude 
with a specific probability. But what if the 
original data are faulty? How useful are 
these formulas and power curves then? 
Unfortunately, some quality professionals 
have no formal training in data quality, 
hence they are likely to overlook this 
potential root cause.

Author Richard D. De Veaux and others 
provide further examples of how poor 
data quality limits the effectiveness 
of big data studies.8 Authors Ron S. 
Kenett and Galit Shmueli build on this by 

Data quality often has been 
overlooked in textbooks because it 
is not easy to mathematize.
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substitution, or change in condition is equally required to lay 
a foundation for any statistical analysis. In the Duke Genomics 
case, for example, New York Times reporter Gina Kolata noted 
that when statisticians began evaluating the published anal-
ysis, they “found errors almost immediately. Some seemed 
careless—moving a row or column over by one in a giant 
spreadsheet—while others seemed inexplicable. The Duke team 
shrugged them off as ‘clerical errors.’”13 

Similarly, in the Challenger disaster, the fundamental issue 
was not with the original data collected, but rather that some-
one decided to eliminate data without O-ring failures—that is, 
there was an alteration to the data set that ended up costing 
the lives of seven people.

In our experience, many organizations keep important data 
sets in Excel spreadsheets that are subsequently emailed 
around the organization, with no or minimal documentation of 

defining the concept of information qual-
ity (InfoQ) as the potential of a data set 
to achieve a specific (scientific or practi-
cal) goal using a given empirical analysis 
method.9 That is, the InfoQ depends on 
the goals of the analysis, and the specific 
methods employed. Later, Kenett and 
Shmueli note the critical role of data and 
information quality in addressing the 
reproducibility crisis. In addition, they 
provide a formal, quantitative framework 
for evaluating information quality.10

Note that InfoQ depends on the specific 
goal of the analysis intended. Therefore, it 
is not an inherent attribute of the data set 
itself. We argue that a related but distinct 
concept, data pedigree,11 which is an inher-
ent attribute of the data set, is needed to 
accurately evaluate data and information 
quality. Before defining data pedigree, 
let’s first review a related concept from 
the legal profession.

Legal chain of custody
Interestingly, if we benchmark the legal 
profession, it seems to be way ahead 
of the quality and scientific communi-
ties when it comes to understanding 
the importance of data quality. In legal 
circles, data quality means documenting 
the integrity of evidence. The legal pro-
fession uses the term “chain of custody” 
for evidence, as opposed to data quality, 
but of course evidence is the “data” ana-
lyzed in a courtroom. 

Basically, the chain of custody refers 
to documentation of how the evidence 
was originally obtained (for example, 
legal vs. illegal search), and its movement 
and location from that point on until it’s 
presented in court. The Legal Dictionary 
states the following concerning the 
importance of documenting the chain of 
custody for legal evidence:

“Proving chain of custody is necessary 
to ‘lay a foundation’ for evidence in ques-
tion by showing the absence of alteration, 
substitution or change of condition.”12 

Documenting the origin of data 
to ensure freedom from alteration, 

TA B L E   1

Core elements of a data pedigree
 + What the data represent—that is, a basic explanation of the 

underlying subject matter knowledge of the phenomenon 
being measured, including units of measurement.

 + Description of the process that produced the data, such as 
a financial process, healthcare process or manufacturing 
process.

 + Description of how the samples were obtained from this 
process that were subsequently measured.

 + The specific measurement process used to assign numbers or 
attributes to the samples.

 + The existence (or lack) of recent analyses of the said 
measurement system, such as gage repeatability and 
reproducibility studies and calibration studies.

 + The history of the data, documenting the chain of custody—
who has had access to the original data, what if any changes 
or deletions have been made—and access to the “gold 
standard”—that is, access to a copy of the original data that 
can be verified.
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who has made changes to the spreadsheet, 
what these entailed or when they were 
made. Rarely is a “gold standard” of the 
original data available.

The Legal Dictionary continues: 
“Court-rendered judgments and jury ver-
dicts that are based on tainted, unreliable or 
compromised evidence would undermine 
the integrity of the entire legal system …”14 
Statistical analyses based on “tainted, unre-
liable or compromised” data sets have, in 
fact, undermined the integrity of the entire 
scientific system. In science, we refer to this 
undermined integrity as “the reproducibility 
crisis.” 

The U.S. Food and Drug Administration 
(FDA) uses a similar concept—data integ-
rity— which it defines as the completeness, 
consistency and accuracy of data. The FDA 
states: “Complete, consistent and accurate 
data should be attributable, legible, contem-
poraneously recorded, original or a true copy, 
and accurate (ALCOA).”15 These concepts 
bare obvious similarities to the concepts 
of chain of custody, information qual-
ity and existence of a gold standard. 

Quality improvement ana-
lytics—and scientific inquiry in 
general—could benefit signifi-
cantly by adopting the same rigor 
in data quality as the legal pro-
fession has in its concept of chain 
of custody for evidence, and the 
FDA in its concept of data integrity. 
We refer to such an approach as 
documenting the data pedigree,16 
borrowing the term “pedigree” from 
animal husbandry—that is, show 
dogs and race horses, for example. 
Obviously, the value of a yearling 
racehorse depends significantly on 
the quality of its pedigree.

Data pedigree
We define data pedigree as: 
“documentation of the origins and 
history of a data set, including its 
technical meaning, background 
on the process that produced it, 
the original collection of samples, 

measurement processes used, and the subsequent handling of 
the data, including any modifications or deletions made, through 
the present.” A proper data pedigree should include each of the 
elements listed in Table 1, p. 19.

We understand that some may consider such documentation as 
unnecessary bureaucracy that will stifle quality improvement. We 
feel, however, that relatives of those who died from the Challenger 
disaster or from misguided clinical trials based on papers from 
the Duke Genomics Center would disagree. Had a complete data 
pedigree been available in these cases, lives would certainly have 
been saved.

We acknowledge, however, that common sense must be applied 
to the data pedigree. If someone is gathering data to improve his 
or her golf game, obviously the degree of rigor required in docu-
menting the data pedigree is minimal. In medical research or when 
public safety is involved, however, the pedigree should be rigorous 
to enable evaluation of whether it meets the high standards of the 
FDA definition of data integrity, for example. Note that the data 
pedigree captures the metadata, or “data about data”17 concerning 
a particular data set, no matter how good or bad it is. That is, data 

pedigree is not a standard, but rather an objec-
tive depiction of the meaning, condition 

and history of the data. Data integ-
rity, on the other hand, defines 

a standard for acceptance by 
the FDA.

The first element of 
the data pedigree is an 
explanation of what the 
data represent—that is, 
the underlying sub-
ject matter knowledge 
involved, including units 
of measurement. If the 

data involve measurements 
of color using the CIELAB 
color space,18 for exam-
ple, it is naïve to think that 
someone could analyze this 
data and properly interpret 
the results without under-
standing what L*, a* and b* 
represent in this color space. 

Even such mundane 
things such as units of 
measurement are important. 
Sadly, in 1999, NASA lost 
a $125 million Mars orbiter 
when two teams working 
together on the project used 

Quality improvement analytics—and 
scientific inquiry in general—could 
benefit significantly by adopting the 
same rigor in data quality as the legal 
profession has in its concept of chain 
of custody for evidence, and the FDA in 
its concept of data integrity. 
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that a sample was randomly selected. But 
in practice, random sampling is an ideal 
that is rarely accomplished. In evaluating an 
election poll, for example, were registered 
votes sampled, likely voters, or some other 
group? If they were likely voters, how was 
a “likely voter” defined? What timeframe 
was used? How were voters who refused to 
answer questions handled? We argue that 
the devil is indeed in the details. Without 
understanding the sampling approach, it is 
impossible to know how broadly the results 
of the analysis might be inferred.

Measurement system evaluation is a 
traditional strength of the quality profession, 
and is critical in evaluating data pedigree. 
We have, unfortunately, seen numerous 
data sets presented without explanation of 
how the measurements actually were made. 
There is a reason that documentation of the 
measurement system is a key element of ISO 
9000 standards.

In addition to documenting the measure-
ment system, it is important to know if, how 
and when this measurement system has been 
formally evaluated or calibrated. Remember 
that one of the phases of a lean Six Sigma 
project is the measure step, which typically 
involves formal evaluation of the measure-
ment system—for good reason. Similarly, 
you could argue that the core purpose of the 
accounting profession is to ensure accuracy 
and consistency of financial statements 
(measurements). Tainted, unreliable or 

different units of measurement: one metric and the other English.19 
The next element is a description of the process that produced 

the data. There is an old saying in statistics: “You can’t understand 
the data unless you first understand the process that produced it.” 
This not only refers to the measurement process, but also under-
standing the process that produced the samples subsequently 
measured. Process understanding, perhaps obtained through a 
supplier, input, process, output, customer diagram,20 provides the 
context that enables you to draw actionable conclusions from data 
analyses.

For example, suppose you are handed data on the viscosity of an 
industrial chemical. You certainly could begin analyzing the numbers 
without knowing anything about the chemical process involved. If 
the specific chemical in question ages rapidly, however, it would be 
difficult to draw actionable conclusions without knowing how old 
the samples were. Of course, without knowing anything about the 
chemical process, you would not even know that this was a relevant 
question to ask. We argue that the old saying about understanding 
the process is correct. Before crunching numbers, we shiould first 
develop at least a fundamental understanding of the process that 
produced the numbers.

Next, it is important to document how the samples that were 
measured were originally selected. In textbooks, it is easy to state 

F I G U R E   1

Role of data pedigree in 
evaluation of InfoQ

Document
data 
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Analysis 1

Analysis 2
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InfoQ = information quality
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compromised measurement systems are, 
unfortunately, all too common.

Lastly, we feel it is important to document 
the chain of custody (history) of the data 
set, in terms of who has had access to the 
data and could have made modifications, 
including eliminating data points. Ideally, a 
gold standard of the original data set should 
be maintained—that is, what the FDA calls 
an original or true copy. 

To understand why, consider the case of 
economists Carmen Reinhart and Kenneth 
Rogoff. In 2010, they published research on 
a large data set including 44 countries and 
spanning more than 200 years of history.21 
Their analysis demonstrated a negative 
growth rate for countries with a high debt to 
gross domestic product (GDP) ratio, which 
had obvious implications for economic policy. 
However, another set of economists sought 
to replicate these results, but could not.22 

After further investigation, author Thomas 
Herndon and his fellow authors determined: 
“We … find that coding errors, selective 
exclusion of available data, and unconven-
tional weighting … led to serious errors … Our 
finding is that when properly calculated, the 
average real GDP growth rate for countries 
carrying a public-debt-to-GDP ratio of 90% is 
actually 2.2%, not -0.1%, as published in Rein-
hart and Rogoff.”23 In other words, when the 
data issues were addressed, the conclusions 
were exactly opposite of those originally 
published—that is, that high debt leads to 
increased growth, not decreased growth.

Data pedigree and data/
information quality
We already have noted that data pedigree 
and the FDA concept of data integrity are 
related: One is a standard (data integrity), 
while the other is an objective depiction of 
the data and its history (pedigree). 

We also see a synergistic relationship 
between data pedigree and InfoQ.  As 
explained by authors Kenett and Shmueli, 
InfoQ is relative—that is, it is specific to a 
given purpose and analysis.24 The same 
data set could be considered high quality 
for one analysis, but low quality for another. 

Conversely, the data pedigree is absolute; it documents the origins, 
history and current status of a given data set, regardless of how 
you plan to use it.

Of course, both concepts are important and relevant. No data 
set is perfect; each has its own limitations. We suggest that data 
pedigree should be the basis of any evaluation of data quality or 
InfoQ. That is, we have no solid foundation on which to evaluate 
data or information quality if we have not first documented the 
data pedigree. After we have done so, this documentation can be 
applied to any formal evaluation of InfoQ for a given analysis that 
might be performed in the future. This relationship is illustrated in 
Figure 1 (p. 21).

Enabling effective data analysis
Know that the data pedigree provides additional important infor-
mation: insight regarding how to analyze the data set. The core 
elements of a data pedigree, summarized in Table 1, help identify the 
sources of variation in a data set. The sources of variation define the 
appropriate models that could be used to analyze the data. 

Only after you know the potential sources of variation in a data 
set can you effectively create an appropriate model. Statistical 
tools—such as analysis of variance, regression and multivari-
ate analysis—are all based on knowing the potential sources of 
variation. Some sources of variation may not be of interest, and 
therefore are nuisance variables. However, ignoring them in model-
ing is likely to produce bad results. 

Knowledge of the data pedigree also helps you determine 
whether the data set is adequate for answering the question being 
asked in the first place. In some cases, unfortunately, it won’t be, 
and time can be saved by not developing a model that will ulti-
mately be inadequate for the questions of interest.

Know that the data pedigree provides 
additional important information: insight 
regarding how to analyze the data set.
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Heading off failures
The quality profession has long understood the impor-
tance of measurement system evaluation. However, this 
is only one aspect of a data pedigree. Similarly, we are 
witnessing a growing body of failures of analytics in 
quality and scientific literature. Some of these blunders 
are humorous, but others are deadly. Data quality and 
InfoQ have been identified in the literature as one cause 
of these problems, and rightly so. The FDA, among 
many other federal agencies, has recognized the critical 
importance of this issue.

To properly evaluate data quality or InfoQ for a 
specific analysis, or determine the data integrity, we 
first must document the pedigree of the data. Those 
teaching quality improvement or statistical methods 
should emphasize the importance of documentation 
of the data pedigree before conducting formal data 
analyses. Similarly, if professional journals and agen-
cies offering research grants were insistent on formal 
documentation of data pedigree, quality improvement 
studies would be much more reproducible. As a result, 
quality blunders would be significantly reduced. 
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